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84% of respondents say data is 
critical or very important to the 
success of digital advertising and 
driving business growth. 

Importance of data

Importance of data to the success of digital advertising

Critical, 44%

Very important, 
40%

Quite important, 
12%

Not particularly 
necessary, 4%

Source; IAB Australia Data State of the Nation Survey November 2022 n=100 advertising decision makers/influencers 
Q - How important is the usage of data to the success of digital advertising (or digital ad sales) and driving growth for your 
business? (Please select one)



Confidence in capabilities to tackle data-related 
opportunities and challenges

Source; IAB Australia Data State of the Nation Survey November 2022 n=100 advertising decision makers/influencers 
Q - How confident are you that you or your clients have the following business capabilities in place to tackle data-related opportunities and challenges over the next year? (Please select one per row)

31%
17% 14% 12% 10% 7% 7%

48%

40%

62%

45%
40% 45%

26%

14%

36%

19%

38%
40% 38%

43%

7% 7% 5% 5% 10% 10%
24%

Leverage
contextual
targeting

A coherent first-
party data

strategy

Direct customer
relationships

Expertise in
Australian privacy

legislation and
changes

Talent and
resourcing

Identity solutions Origin trials of 
Google’s various 
Privacy Sandbox 

Proposals

Don't know

Not confident

Somewhat confident

Very confident



Impact of Google’s postponement of third-party cookie retirement Confidence in being prepared to target audiences at scale 
without 3rd party cookies in 2024 

Preparation for retirement of third-party cookies
Right now, 75% of respondents feel prepared and 25% under-prepared.

10%

57%

33%

We are working faster on
preparation activities

We are working to the
same timing for

preparation activities

We have slowed down
preparation activities and

pushed out the timing

28%

56%

14%

2%

Very confident Somewhat confident Not confident Don't know

Source; IAB Australia Data State of the Nation Survey November 2022 n=100 advertising decision makers/influencers 
Q - Has Google postponing the deprecation of third-party cookies until 2024 made any impact on you or your client’s preparation towards people-based marketing? (Please select one)
Q - How confident are you that you or your clients will be prepared to target audiences at scale without 3rd party cookies in 2024? (Please select one)

8 in 10 
confident in 

being 
prepared for 

2024





IAB Tech Lab’s SDAs & Google's PPID

source: Blockthrough source: Google



source: GroupM



source: Morning Consult (October 2022)



GAP (Global Accountability Platform)



GPP (Global Privacy Platform)



Understanding of current Australian privacy laws Understanding of impending Online Privacy Code and 
Privacy Act Review in Australia

Understanding of data privacy

Source; IAB Australia Data State of the Nation Survey November 2022 n=100 advertising decision makers/influencers 
Q - Please rate your level of understanding of the following aspects of data privacy? Please indicate on the scale from 1 to 10, where 1 means no understanding at all, and 10 means an expert level of understanding. 

1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10

No 
understanding

Expert 
understanding

No 
understanding

Expert 
understanding

Average 
5.6

Average 
4.6





key
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• ad tech
• privacy
• advertising restrictions eg gambling, fast food etc
• online platform regulation & harmonisation of regulations

issues



accc’s ad 
tech services
inquiry.

• Is competition in Ad Tech Services effective? ACCC’s final report 
published in September last year found not. 

“The existing regulatory framework is insufficient to ensure effective 
competition in ad tech services”
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recommendations for industry to address: 

o industry should establish standards to require Ad Tech 
providers to publish average fees and take rates for ad 
tech services, and to enable full, independent verification 
of demand side platform services;

o if effective voluntary standards are not achieved by 
industry within a reasonable time period that the ACCC 
could introduce measures instead.



accc’s ad tech

next steps & timing

• ACCC published further report on 11th November 2022 reiterating the
expectation that industry lead the development of an effective voluntary standard

• Government response?

• IAB work so far
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services inquiry.



privacy
review is now underway

odiscussion paper process 2021

o currently awaiting Government’s report & draft legislation

obalancing stronger privacy protections while supporting a 
rapidly developing digital economy

o recent security issues
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reform.



• key issues include:  
o Scope of information organisations hold &

how long they hold that information

o The scope of information to be regulated & the 
definition of personal information

o Fair and reasonable requirement to reduce the 
burden of consent on consumers

o Pro-privacy default settings

• timings and next steps

20

privacy
reform.
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other • advertising restrictions e.g:
- gambling 
- fast foods
- sugar etc

• online platform regulation & 
harmonisation of regulations

• advertising review

21

issues.



key
• development of voluntary Industry Code 

o transparency of pricing for ad tech services, 
o verification of dsps

• privacy reform is on the way, but likely a 12 month – 2 year process

• iab is working closely with government to ensure the reforms are practically workable

• welcome any feedback or questions
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takeaways.





Agenda 

1

2

3What’s The Law?

Why Care?

What Is Fraud?

4 Fraud In CTV…. It Can’t Be So! 



In Other Industries, Fraud is Not Only 
Unacceptable, It's Unlawful.



Financial Fraud in AU 2021
Financial Fraud is Illegal!

$323,723,459
AMOUNT 

LOST

286,607
NUMBER OF REPORTS

ScamWatch.Gov.Au



Legal Penalties for Financial Fraud

But, what happens if you commit Ad Fraud? 

Maximum penalty of 10 
years in the district court 

Maximum penalty of 2 years 
in prison in the local court



Unfortunately, Ad Fraud is Far More Difficult to Detect, Identify, Track 
and Prosecute. 

Half the money I spend on advertising is 
wasted; the trouble is I don't know which 

half.

“
“

- John Wanamaker



The Impact of Ad Fraud is Felt Across the Industry

Source: https://www.businessofapps.com/ads/ad-fraud/research/ad-fraud-statistics/

Estimated loss in APAC 
region in 2022

$75B
Estimated amount that will be 

lost to ad fraud by 2023

$100B
Estimated amount lost to ad 

fraud in 2022. 

$81B



Fraud Follows The Money

eMarketer, March 2022

$11.43 $11.6
6

2022 2023 2024 2025 2026

$9.88
$10.5
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$11.12

Billions

Digital Ad Spending

Australia, 2022-2026



WHY SHOULD WE CARE ABOUT FRAUD?



Negative Brand 
Association

Wasted Advertiser 
Media Spend

Skewed Performance 
Metrics

Decrease in 
Advertisers’ Bottom 

Line



WHAT IS FRAUD?

GIVT & SIVT



7 Known Types of Fraud Known Globally
Fraud/SIVT

Fraud Data Center 
Traffic Adware/Malware Emulators

App Fraud

Site Fraud

Bot Fraud

Injected Ads

Hijacked Devices



FRAUD IN CTV



Defining CTV & OTT

While OTT is a general term used mostly for video inventory delivered over the internet, CTV is a subset of that 
inventory delivered via connected TVs and dedicated devices hooked into the big screen.

OTT

Desktop Mobile CTV

Game 
ConsolesSmart TV

Streaming 
Devices

( Fire TV, Apple TV, 
Roku, etc.)

Digital 
Set-Top Box
( Comcast X1 )



Fraud follows the money

REALITY

“There is no fraud”

COMMON CTV MYTH



Australia Is Strongly Invested In CTV

Australia has the second highest share in video ads globally, behind only the US at 26%.

AU
Video ads land on a 

CTV device

22%
APAC

Video ads land on a 
CTV device

2%VS



Australia Consumers Are Increasing CTV 
Subscriptions

46% subscribed to additional subscription services in the past 12 months



CTV Spotlight - Fraud Follows The Money, 
But DV Has You Covered  

2,424
Fraudulent CTV apps 
detected since 2020

580K+
Fraudulent devices 

detected/day

150%
Fraudulent CTV impressions 

growth in 2021



Types of Fraud in CTV

Fraudsters easily create servers, 
generate fake traffic and pass it 

on as premium impressions

Fake Traffic Fraudulent Apps
Hundreds of apps exists today 

with a few downloads 
generating millions of 

impressions

Fraudsters buy low-price 
inventory and resell it as 

premium CTV video inventory 
at high CPMs

Spoofing



Recent Timeline of CTV Schemes
Uncovering a series of CTV schemes and shutting them down with pre-bid fraud detection

November 2019
LowerTerra
spoofs over 20 
times the average 
amount of CTV 
devices per IP

May 2020
MultiTerra hijacks 
residential IP 
addresses, used 
legitimate CTV users, 
to better hide their fake 
traffic.

March 2020
CelloTerra uses 
mobile apps to 
create fake CTV 
inventory in the 
background

July 2020
FauxTerra
uses CTV apps 
to run unseen 
ads in the 
background

October 2020
SneakyTerra
(OctoBot Variant) 
hijacks real CTV 
sessions

December 2020
Upgraded version of 
MultiTerra targets 
mobile devices

February 2021
(OctoBot Variant) 
DV blocks new strain 
within 24 hours after 
it first starts operating

March 2021
After months of research 
and investigation, DV 
confirms the relationship 
between the schemes now 
known as OctoBot

April 2021
DV announces ongoing 
OctoBot family, one day 
later, HUMAN 
announces Pareto, 
which is the same 
scheme 

January 2021
ParrotTerra the
largest SSAI fraud 
scheme, falsifies 
over 3.7M daily 
devices  

July 2021 
LeoTerra SSAI 
fraud scheme 
spoofs over 1M 
daily IPs

March 2022
DV discovered Viperbot, 
stealing over $8 million each 
month in ad spend across 
CTV and mobile video.

August 2022
DV discovered a 
new variant of the 
scheme LeoTerra
that has begun 
spoofing IoT 
costing unprotected 
advertisers up to 
$10 million in H1 
2022.



Navigating transparency in CTV

Panel discussion



inmobi
vice president, general manager
richard o’sullivan



iOS App Growth 
in the Privacy-First-Era
Purpose-Built Performance Solutions for SKAN Attribution

InMobi VP & GM – Richard O’Sullivan



Agenda

Overview of SKAN 4.0 changes & why they 
matter

How iOS app performance marketers 
can win with SKAN

Buy-side SKAN resources and 
product marketing priorities

Q&A



Mobile User Privacy Momentum is Building
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and InMobi innovation is in lockstep

Launched industry-first advanced 
bidder purpose-built to support SKAN

Initiated aggressive 
investment in SKAN

SKAN 2.0

2020
ATT Announced

2023

Android Privacy 
Sandbox 

2024

You Are 
Here

2021
SKAN 3.0ATT Rollout

Allow App to 
Track?

Ask App Not  to Track

Allow

SKAN 4.0
2022



Adapting to Privacy-First iOS App Performance Isn’t Easy
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Marketers face new challenges InMobi has pioneering solutions

Reach the right audience without IDFA Programmatic tech that relies only on privacy-safe 
contextual signals

Navigate complexity of SKAN Dedicated experts across media buying, product & data

Achieve scale with compliant inventory SKAN-compliant integration with all major mobile ad 
exchanges

Offset rising CAC Proven ability to cost-effectively outperform UA goals 
at scale

Overcome measurement and attribution limitations Rich modeled insights powered by a deep bank of 
privacy-compliant data bridges measurement gaps 

Preserve user experience Award-winning in-house creative lab innovates formats 
that engage



Now is the Time to Fully Embrace this New Reality
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Capture competitive advantage ahead of SKAN 4.0 rollout

Gain Walled Garden Visibility

SKAN attribution has leveled the playing 
field by providing full transparency into how 
each ad network performs, enabling an 
unfiltered view of your media mix on iOS.

Winning with SKAN is Possible TODAY

Leading app marketers consistently 
exceed SKAN performance goals with 
InMobi, putting them in the best position to 
make the most of SKAN 4.0 enhancements. 

SKAN has CPI Advantages on iOS

SKAN campaigns deliver UA cost 
savings compared with other key iOS 
channels, amidst lower IDFA ad inventory 
and more demand for Apple Search Ads. 

Fingerprinting is Not Sustainable

Apple has a track record of taking strong 
enforcement action on policy violations after 
sufficient warnings.  Continuing to use 
fingerprinting is an unnecessary risk.  

SKAN 4.0 Enhancements are Meaningful

The expanded options for setting up SKAN 
campaign parameters and measuring 
conversions will bring deeper performance 
insights and smarter optimization.

SKAN 4.0



Single Postback Controlled by Dynamic Timer

Binary Privacy Threshold

100 Campaign ID Limit

Up to 63 Conversion Values

In-App Ad Campaign Support Only

BEFORE

Key Improvements Coming in SKAN 4.0
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AFTER

3 Postbacks Delivered During Defined Windows

3-Tiered Crowd Anonymity

Hierarchical Source ID with up to 10,000 values

Enhanced Hierarchical Conversion Values

New Support for Mobile Web

SKAdNetwork v4.0



Why These Enhancements Matter
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Simplified delivery and new insight into post-install re-engagementMultiple Postbacksx3

100x more opportunities to uncover learnings that improve optimization

Performance insights come more rapidly, predictably and frequently

Additional privacy-safe channel to reach users on their mobile devices

Hierarchical Source IDs

Hierarchical Conversions

Mobile Web Support



Gain an iOS Performance Edge by Partnering 
with a Pioneer
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First & only 
bidder purpose-
built to support 
SKAN

Programmatic Innovation

InMobi has aggressively invested in SKAN ever since the 
announcement of ATT

Accumulating 
rich privacy-
compliant 
insights that 
inform 
optimization

Building deep 
SKAN-
specialized 
bench strength

Co-innovation 
alongside largest 
independent in-
app ad exchange

Robust testing 
and rapid 
adoption of 
each SKAN 
enhancement

SKAN First-Mover Advantage



Flexible Reporting Options for Performance 
Transparency
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Compare InMobi performance  alongside up to 5 
other iOS UA channels as a value-add

Self-Serve Performance Dashboard

On-demand visibility into media costs 
and performance

Powered by                                   *

Cross-Channel Insights

*now with Freemium option



Partner with a Proven iOS App Performance Leader

54

We’re helping leading iOS apps adapt and thrive with SKAN attribution worldwide

QSR

200%
More installs VS. 
competitors at same CPA

Media

6x
Daily install 
growth

Social

600%
Better install rate 
VS. competitors

88%
D7 ROASGaming

50%
Lower CPI VS. 
competitorsCommerce

2x
Above registration 
rate goalsDTC

SKAN Performance Highlights

Agency Account Lead, 
Major HoldCo

InMobi is the first & only SKAN partner 
able to fully scale... From our vantage 
point, InMobi is definitely leading the 
charge on SKAN and scaling paid app 
installs on iOS post-ATT! 



Significant SKAN-Compliant Scale Across Key iOS 
Markets
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Average Monthly SKAN-Compliant Bid Opportunities

USA
874B

Japan
176B

UK
48B

Canada
40B

Germany
15B

France
16B

Australia
30B

Mexico
18B



We’re Here to Help You Thrive in the Privacy-First Era
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Find demand-side partners with SKAN expertise

Allow ample time and budget for machine 
learning exploration 

Acknowledge & Support VTA as a valuable signal

Leverage Modeled Conversions when postback value is NULL

Adopt dynamic CPM Billing Models (limited trial before moving to CPI/ CPA)

Verify supply sources comply with latest SKAN version

Work with both MMP and DSP partners 
to optimize Conversion Value MappingTips for Success 

with SKAN Attribution



Latest SKAN PMM Resources
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How InMobi SKAN UA 
Solution Works Whitepaper

**Workshop slides include Quick Guides 
on key SKAN features and 4.0 changes

Client & Prospect Friendly Workshop Materials

**Interested in hosting a workshop for a client or prospect?  
Contact Crisna.Hai@inmobi.com to request support

Pitch Slides

Sell Sheet

SKAN Success Story Lookbook

mailto:Crisna.Hai@inmobi.com

































































